Nephology: Characterizing the Security of Base
Images across Cloud Providers

Narong Chaiwut!0009-0003-3374-6255] ;1 Nick Nikiforakis0000—0002-9366—357X]

! Stony Brook University, Stony Brook NY 11794, USA
2 {nchaiwut, nick}@cs.stonybrook.edu

Abstract. Cloud computing has become a foundational component of
modern software development, with organizations increasingly relying on
cloud platforms to deploy and manage applications. While prior studies
have examined cloud providers from performance, cost, and network-
ing perspectives, the security posture of default configurations (i.e. the
settings users inherit before making any modifications) remains largely
unexplored. These configurations define the initial attack surface and can
introduce security weaknesses that persist into production deployments.
In this work, we present the first large-scale, systematic analysis of de-
fault security weaknesses across cloud providers. We evaluate 45 public
cloud platforms and analyze four major Linux distributions (Ubuntu, Fe-
dora, CentOS Stream, and Debian) resulting in configuration data from
307 instantiated virtual machines. Our measurement pipeline collects
data such as kernel versions, end-of-support operating system availabil-
ity, firewall behavior, SSH authentication policies, system hardening re-
sults, and privilege-related configurations. Using the Common Weakness
Scoring System (CWSS), we convert these observations into comparable
security weakness scores across providers. Our findings reveal substan-
tial variation in default security postures. Major providers such as AWS,
Google Cloud Platform, and Azure consistently exhibit lower security
weakness scores, while the majority of providers fall into a moderate-
weakness category, often due to outdated OS images, permissive firewall
defaults, or insecure authentication configurations. These results high-
light the need for increased transparency and standardization in default
cloud security practices and provide actionable insights for both cloud
consumers and platform operators.

Keywords: cloud computing, default configurations, cloud provider se-
curity, operating system security, CWSS

1 Introduction

Cloud computing has experienced rapid growth since its inception, with global
market projections exceeding $1 trillion [3]. Public cloud platforms specifically,
allow developers to spin up virtual infrastructure in seconds, ranging from single-
core virtual machines to deliver lightweight web applications, to multi-core,
multi-GPU ones to respond to Al workloads. As developers increasingly rely
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on cloud infrastructure for application deployment and delivery, understanding
the underlying security of these public cloud platforms is essential.

Existing work on cloud comparison has focused primarily on performance and
cost efficiency. For example, CloudCmp [14] evaluates the performance and pric-
ing characteristics of major providers. On the security side, prior research has ex-
amined side-channel attacks in multi-tenant environments [26-29], co-residency
detection [24], and security weaknesses during initial deployment windows [12].
None of these studies systematically analyzed the broader security posture of
cloud provider default configurations across operating system images.

Despite widespread reliance on cloud infrastructure, the security posture of
newly provisioned instances is often assumed rather than verified. Default config-
urations provided by cloud platforms play a critical role in determining the initial
attack surface exposed to users. Misconfigurations such as outdated kernels, per-
missive (or non-existent) firewall rules, and insecure authentication settings can
exist before any user-driven customization occurs. These “default weaknesses”
present an unnecessary window of vulnerability for newly provisioned VMs and
may even persist into production deployments, if they go by unnoticed. As cloud
adoption accelerates, understanding the inherent security properties of provider-
supplied images becomes increasingly important, yet this aspect has received
little systematic study.

In this paper, we conduct the first large-scale comparative analysis of default
security weaknesses across cloud providers. We evaluate 45 public cloud providers
across four major Linux distributions: Ubuntu, Fedora, CentOS Stream, and
Debian. At a high level, we aim to answer the following question: beyond pricing
and performance differences, is a base VM image of one cloud provider, just as
secure as the corresponding image of another provider?

During the first phase of our analysis, we inspect each provider’s web interface
to catalog the available operating system images and versions, recording the
range provided by each provider and the availability of images past their official
end of support. Next, we provision the most commonly offered OS versions and
automatically collect system-level data from 307 instantiated virtual machines.
This data includes kernel versions, firewall behavior, SSH authentication settings,
system-hardening results, and other settings relevant to server security.

To quantify and compare the security posture of these cloud providers across
their base images, we use the Common Weakness Scoring System (CWSS) to
derive individual weights for each measured weakness which we then combine
into a total security score, for each distribution-provider combination.

Our main contributions are summarized as follows:

— We conduct the first large-scale, systematic analysis of default security con-
figurations across 45 public cloud providers.

— We cover four of the most popular Linux distributions, collecting base con-
figurations and kernel data from 307 Linux instances.

— We apply the CWSS framework to compute comparative security weakness
scores, enabling cross-provider evaluation based on measurable configuration
properties.
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All components of our data-collection framework and associated data are avail-
able at https://github.com/pragseclab/nephology

2 Background

Cloud Security and Configurations Cloud environments allow developers
to deploy virtual operating systems within minutes, either through automation
tools [8,9] or via cloud provider web interfaces. While software vulnerabilities
remain a major attack vector, insecure default configurations can also signifi-
cantly expand the attack surface [18]. Provider-side misconfigurations, such as
permissive firewall defaults or outdated OS images, can create opportunities for
attackers to compromise cloud systems.

Security weaknesses often originate from configuration decisions made during
the provisioning phase. For example, insecure SSH settings, such as enabling root
login or password authentication, can provide direct entry points for attackers.
Even when software is free of vulnerabilities, these configuration weaknesses can
significantly weaken the overall security posture of a cloud instance. Although
experienced users may eventually mitigate such issues (e.g., updating packages,
deploying firewalls, or hardening SSH settings), attackers can exploit the first
minutes/hours/days of a VM’s lifetime before it is secured [12]. Configuration
weaknesses can also easily propagate because many providers offer ready-to-
use OS templates that users repeatedly deploy without modification, potentially
inheriting insecure defaults. This highlights the need for a systematic approach
to measure and compare the security weaknesses of cloud providers.

Security Scoring System One of the most widely adopted scoring systems in
the security community, used by the National Vulnerability Database (NVD) [20],
is the Common Vulnerability Scoring System (CVSS) [10], which assigns severity
scores from 0 to 10 to reported vulnerabilities. Instead of CVSS, we employ the
Common Weakness Scoring System (CWSS) [6], which is designed to evaluate
weaknesses rather than individual vulnerabilities. While CVSS effectively quan-
tifies the severity of specific vulnerabilities, CWSS provides greater flexibility for
prioritizing and comparing structural weaknesses across systems [23] by yielding
scores on a scale from 0 to 100 based on weakness severity. This property aligns
more closely with our goal of assessing cloud provider configurations and their
relative security postures.

3 Methodology

In this section, we present our pipeline for analyzing the security of cloud
providers’ base OS images. We first describe the cloud provider selection process,
followed by the procedures used to collect configuration data. Finally, we explain
how the collected data are processed, scored, and compared to derive security
weakness levels.
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3.1 Cloud Selection

To build our dataset, we first compiled a comprehensive list of candidate providers
across multiple regions (e.g., the United States, Europe, and Asia). We then ap-
plied an initial filter to select providers offering elastic, pay-as-you-go compute
services that allow users to create and destroy VMs on demand. Most providers
bill by instance-seconds or instance-hours (e.g., AWS and Linode), while a few
charge flat monthly fees (e.g., Hivelocity and Hostinger).

Next, we manually registered and completed the verification process for each
provider. Some required additional steps, such as Know Your Customer (KYC)
verification or credit card authorization. A few providers required phone inter-
views (e.g., IBM), which we were unable to complete.

As a result, we obtained a final set of 45 cloud providers (listed in the
Appendix). This set represents a diverse sample of commonly available cloud
platforms across different geographic regions, including both globally popular
providers and less prominent regional ones.

3.2 Data Collection

To collect the data required for our analysis, we employed two complementary
approaches: operating system image data collection and dynamic data collection.

OS Images Data Collection We manually visited each cloud provider’s web
interface to gather information about the operating system images they offer,
focusing on four major Linux distributions: Ubuntu, Fedora, CentOS Stream,
and Debian. For each provider, we recorded the available distributions, version
numbers, and the corresponding end-of-support (EOS) status as defined by the
upstream maintainers. When multiple minor versions were available for a given
distribution, we selected the latest minor release within each major version.
These OS image listings form the foundation of our dynamic data collection
stage, in which we provision instances using the selected images to obtain addi-
tional system-level and configuration-level information.

Dynamic Data Collection Dynamic data consists of information collected
from provisioned instances after deployment. For each instance, we developed
a probing tool to automatically collect kernel information, system configuration
details [21], kernel hardening results [1], and firewall responsiveness through

R

Cloud Selection Data Collection Data Processing Security Weakness Analysis

Fig. 1: Overview of our measurement pipeline, consisting of four main stages:
cloud selection, data collection, data processing, and security weakness analysis.
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internal port enumeration and external scanning tools. Given the large num-
ber of providers and OS variants (45 providers x multiple versions), collecting
this data manually would be time-consuming and difficult to repeat. There-
fore, we automated the pipeline using three workflows: I. Provisioning Tools: We
used Terraform [8] to provision instances and inject data-collection scripts via
cloud-init [5]. When cloud-init was unsupported, we connected using Ter-
raform’s SSH provisioner and uploaded the scripts for data collection. II. Web
API: For providers lacking Terraform support, we used their available REST
APIs to create instances. Once deployed, we developed and used an Ansible
playbook [9] to automatically connect to the instance and execute our probing
tool. I1I. Fallback: When both Terraform- and API-based provisioning were un-
supported or failed, we manually created instances and used the aforementioned
Ansible playbook to probe the newly-created VM.

All collected logs were stored on instances and later uploaded to our server
for data processing.

3.3 Data Processing

Given the diversity of the collected data, further analysis required transforming
the raw logs into a structured format. To achieve this, we developed several
parsers to extract and convert the information into a consistent representation.
The main categories of processed data are as follows:

System-Related Data: This category follows the structure provided in [21].
For our analysis, we focused on the metrics used to identify security weaknesses:
kernel information, number of exploits, number of packages, number of SUID
files, and number of SGID files.

System Hardening: We extracted the number of system hardening failures
from the kernel hardening assessment [1], capturing only the failed checks for
use in our weakness scoring.

Connection Information: Our parsers processed SSH configuration files
to extract crucial authentication parameters, such as, permitrootlogin and
passwordlogin, which indicate whether root login and password-based authen-
tication are enabled (both of which are considered insecure since they allow
credential-based, brute-force attacks).

Firewall: We probed the presence of a default firewall both internally (from
within the VM itself) as well as externally (from a remote machine port scanning
the newly-created VM). The resulting open ports were then transformed into
categories of firewall “strength” (i.e. the more ports that are blocked by default,
the stronger the firewall).

3.4 Security Weaknesses Analysis

To compare the security weaknesses of all cloud providers, our methodology
consists of two main steps.

First, we normalize all collected metrics. These metrics may take the form of
binary values, ordinal values, or grouped categorical values, each of which is nor-
malized according to its respective scale. Second, we apply the CWSS framework
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Fig. 2: Version distribution across cloud providers for Ubuntu (a), Fedora (b),
CentOS Stream (c), and Debian (d). Bars highlighted in red indicate end-of-
support (EOS) releases.

to assign security weightings and compute weighted scores. The weighting pro-
cess proceeded as follows: the first author produced an initial weighting proposal
based on CWSS guidelines; two additional graduate students with cybersecurity
expertise independently reviewed the metrics and generated their own weight-
ing assignments; finally, all three evaluators discussed discrepancies and reached
consensus on the final weighting values.

The final security weakness score for each instance is computed by summing
the normalized metric values multiplied by their corresponding weights, and
normalizing the result once more. This produces comparable weakness scores
and enables classification of providers into low-, medium-, and high-weakness
categories.

3.5 Ethical Considerations

All data collection, probing, and configuration analysis activities were performed
exclusively within virtual machines (VMs) that we deployed in our own cloud
accounts, on resources that we controlled. At no point did we perform exploits
or attack attempts against our own VMs, nor did we attempt to probe, test, or
compromise the infrastructure or management interfaces of any cloud provider.
Our methods were limited to non-intrusive inspection, information gathering,
and configuration analysis, ensuring no disruption or risk to the cloud platforms,
their other tenants, or the broader Internet.

4 Cloud Provider Analysis

4.1 OS Availability

Figure 2 summarizes the availability of four major Linux distributions (Ubuntu,
Fedora, CentOS Stream, and Debian) each of which includes multiple version
variants. The red bars represent End-of-support (EOS) versions as defined by
the upstream vendors. EOS Linux distributions are OS versions that no longer
receive security updates or maintenance from their upstream vendors.
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Ubuntu is the most widely-available distribution. Versions 22.04 and 24.04
are the most commonly offered, available on all 45 providers and 43 providers,
respectively. The majority of cloud providers (64%) continue to offer the EOS
Ubuntu 20.04, which reached end of standard support from Canonical in May
2025. The oldest Ubuntu version observed in our dataset is 14.04, still available
on DreamHost, Brightbox, and Host VDS, despite having reached end of support
almost seven years ago (i.e. in April 2019).

Debian is the second most widely-available distribution. Debian 12 is offered
by nearly all cloud providers (44/45) with the exception of Amazon AWS. Debian
11 is the second most common release, available on 39 of the 44 providers that
support Debian. The oldest Debian release observed is Debian 7 (EOS since May
2018), which is still available on Tencent Cloud.

CentOS Stream is the third most commonly offered distribution. The major
versions available are Stream 9 (32/45 providers) and Stream 10 (18/45). Stream
8 (EOS since May 2024) remains available on a smaller set of providers (7/45),
including Xenyth, Alibaba Cloud, Tencent Cloud, and Huawei Cloud.

Fedora has the fewest available version variants compared to the other dis-
tributions. Only 31% of providers offer Fedora 41 or Fedora 42. Notably, among
the Big Three cloud providers (AWS, Azure, and GCP), only Google Cloud
Platform (GCP) offers Fedora, specifically version 43. However, nine providers
continue to offer Fedora 40, which has been unsupported since May 2025. The
oldest Fedora release in our dataset is Fedora 32, originally released in April
2020 and no longer supported; it remains available on Katapult and Hostwinds.

One additional feature we observed during our analysis is the presence of
End-of-Support tags displayed alongside the available operating system options
in the provider’s web interface. Such notifications serve as an important warning,
potentially steering users away from deploying outdated OS versions. However,
only 9 out of 45 providers (20%) offer this feature in their web GUI. These
providers are GCP, Linode, PhoenixNAP, Fuga, Alibaba Cloud, Tencent Cloud,
Huawei Cloud, Zenlayer, and RamNode.

4.2 Default Configurations

Next to collecting OS availability, we also gather configuration information for
the common versions of each operating system. This data is later used to compare
the base security posture and security weaknesses of the same purported image
across cloud providers. In this way, we aim to understand whether the choice of
cloud providers matters beyond the surface-level availability of different versions
of OS and distributions.

The common versions examined for each distribution are as follows: Ubuntu:
20.04, 22.04, and 24.04; Fedora: 40, 41, and 42; CentOS Stream: 9 and 10; Debian:
11, 12, and 13. In total, we collected configuration data from 307 Linux instances
across all distributions. The list of operating systems and versions included in
our dataset is presented in Table 3 (in the appendix). We explain each type of
collected data as follows:
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Fig. 8: Box plot illustrating the distributions of the collected metrics. The red
line represents the median, while the blue line indicates the mean.

Kernel This metric represents the kernel versions used by each Linux distri-
bution. The majority of kernel versions follow the format Major.Minor.Patch
-ABI, The Application Binary Interface (ABI) number can be used to distinguish
newer builds even when the kernel version itself remains unchanged. The left-
most column in Fig. 3 presents the box-plot distribution of kernel release years
across all cloud providers in our dataset.

For the Ubuntu distribution, we first examine Ubuntu 20.04. All providers
deploy kernel version 5.4.0; however, the ABI varies significantly, ranging from
26 to 216. ABI 26 represents the oldest kernel in our dataset (released in April
2020), while ABI 216 corresponds to the most recent (April 2025). Despite this
variance, all kernels in the 5.4.0 series have already reached end of support.

For Ubuntu 22.04, most providers use kernel version 5.15.0, with 26 out of 45
(58%) offering a relatively up-to-date build. Notably, only the Big Three cloud
providers (AWS, Azure, and Google Cloud Platform) upgrade their instances to
kernel version 6.8.0. These providers consistently update and rebuild their ker-
nels, resulting in regularly advancing ABI versions. At the time of measurement,
the ABIs for AWS, Azure, and GCP were 1029, 1031, and 1041, respectively.

For Ubuntu 24.04, the dominant kernel version is 6.8.0, used by more than
74% of providers (32 out of 43). Similar to Ubuntu 22.04, only the Big Three
offer a more recent kernel version, 6.14.0.

Fedora exhibits comparatively newer kernel versions than Ubuntu, primarily
due to its twice-yearly release schedule. For example, Fedora 40 and Fedora
41 were both released in early and late 2024, respectively. Each Fedora release
includes a different kernel range. For instance, Fedora 40 contains kernel versions
ranging from 6.8.x to 6.14.x. The oldest kernel observed is 6.8.5-301, used by most
cloud providers offering Fedora 40 (4 out of 9). In contrast, the most recent kernel
version, 6.14.5-100, appears on Scaleway and Tencent Cloud.
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A similar pattern is observed for Fedora 41 and Fedora 42, which include
kernel versions ranging from 6.11.x to 6.16.x. Only eight cloud providers continue
to offer kernel versions released in 2024 for Fedora 41.

CentOS Stream offers kernel versions ahead of Red Hat Enterprise Linux
(RHEL), as it serves as a rolling preview of upcoming RHEL releases. CentOS
Stream 9 was released in 2021, and CentOS Stream 10 became available in 2024.
Both versions continue to receive upstream support. The primary kernel version
for Stream 9 is 5.14.0 across all cloud providers, with variation occurring only
in the ABI revisions. The oldest ABI identified is 105, released in June 2022 on
LightNode, whereas the newest is 624, released in October 2025 on Clouding. In
our dataset, all observed Stream 10 instances use kernel version 6.12.0, with all
releases originating in 2025.

Debian 11 includes kernel variants released between 2021 and 2025. The ma-
jority—92% (35 out of 38)—offer kernel version 5.10.0, which is supported as
an LTS kernel. Only three cloud providers (VPSserver, Hostwinds, and Kamat-
era) offer a newer kernel version (6.1.0) through backports, providing improved
hardware support and additional security features.

A similar trend appears in Debian 12. The majority of providers deploy kernel
version 6.1.0, while only PhoenixNAP offers kernel version 6.9.10. For Debian 13,
all cloud providers use newer kernel versions in the 6.12.x series (6.12.38-6.12.48),
released in late 2025.

Number of Exploits This metric represents the total number of publicly
known kernel vulnerabilities associated with each instance. We include all ex-
ploit counts obtained from the sources referenced in [21]. The minimum number
of exploits observed is two, reported for Debian 12 and Debian 13 on Vdsian, as
well as Debian 12 on Katapult. The vulnerabilities that may be exploitable in-
clude CVE-2022-2586 [19], and CVE-2021-22555 [17]. Both vulnerabilities have
a CVSS 3.x score of 7.8 (High).

The largest number of known kernel vulnerabilities observed is nine, which
occurs on Debian 11 on HostVDS. Upon investigation, the variation in vulnera-
bility counts across Debian versions correlates with differences in kernel versions.
Debian 11 uses the 5.10.x kernel series, whereas Debian 12 and Debian 13 rely
on kernel versions 6.1.0 and 6.12.41, respectively.

For other OS distributions, including Ubuntu, the modal number of vulnera-
bilities is 6, 8, and 7 for versions 20.04, 22.04, and 24.04, respectively. For Fedora,
the mode is 5 across all observed versions. CentOS Stream exhibits modal values
of 7 for Stream 9 and 5 for Stream 10. Across all instances in the dataset, the
mean number of known kernel vulnerabilities is 6.

Number of Packages This metric represents the total number of installed
packages collected from each instance. Although not all packages contain vul-
nerabilities, a large number of pre-installed packages generally increases the at-
tack surface by introducing additional components that may contain exploitable
flaws. Prior work has shown that reducing unused functionality can significantly
reduce a system’s attack surface [4]. The third column in Fig. 3 shows the dis-
tribution of package counts across providers.
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For Ubuntu, the majority (50%) of instances have 600-680 pre-installed pack-
ages. The largest number of packages observed is 954 on Tencent Cloud. During
our analysis, we found that one of these additional packages reports suspicious
or potentially malicious files to users, which Tencent Cloud has chosen to have
pre-installed. The lowest package counts were observed on HostVDS, with 359,
345, and 335 packages on Ubuntu 20.04, 22.04, and 24.04, respectively.

Other distributions generally offer fewer packages than Ubuntu, with typical
ranges of 320—400 for Debian, 420-520 for CentOS Stream, and 450-580 for
Fedora. An outlier is Alpha3Cloud whose Fedora distributions include more than
twice as many pre-installed packages as the average Fedora distribution.

Number of Hardening Failures To evaluate the security posture of each
instance, we rely on an automated tool that assesses Linux security hardening
configurations [1]. This tool examines kernel configuration options and reports
whether each hardening measure is enabled (OK) or disabled (Fail).

For our analysis, we consider only the hardening failures. That is, the security
mechanisms that are not enabled by default. The total number of hardening
failures serves as an indicator of the potential security weaknesses present in
each instance. As shown in the rightmost column of Figure 3, 50% of Ubuntu
images exhibit higher hardening failure counts compared to other distributions,
with values typically ranging between 162 and 175 failures.

Number of SUID Files Privilege escalation is another attack vector in which
a malicious actor attempts to obtain higher privileges. Set User ID (SUID) pro-
grams are binaries that execute with the effective user ID of the file owner—often
root. For this metric, we enumerate all programs configured with the SUID bit
set to root. We do not evaluate whether these SUID programs are practically
exploitable; instead, we focus solely on their presence as a potential risk factor.

As shown in Figure 3 (fourth column), Ubuntu exhibits a relatively nar-
row but higher distribution of SUID binaries, typically ranging between 25 and
30. Upon investigation, we found that many of these SUID entries originate
from Snap packages installed within the Snap environment (e.g., /snap/...).
On Ubuntu 20.04 provided by Alpha3Cloud, we observed more than 70 SUID-
configured programs. In contrast, approximately 50% of Debian, Fedora, and
CentOS Stream instances offer significantly fewer SUID binaries, typically around
11 to 16, compared to Ubuntu.

Number of SGID Files Similar to SUID, Set Group ID (SGID) programs
execute with the effective group ID of the file owner. Attackers may leverage
SGID binaries to escalate privileges within the group privilege domain. For this
metric, we consider SGID binaries that are configured with root group owner.

As with SUID files, Ubuntu instances exhibit a higher total number of SGID
binaries compared to other distributions. As with SUID, a primary reason for
this increase is the presence of Snap packages, which assign the root group to
several of their installed files. In contrast, Fedora and CentOS Stream show
significantly lower SGID counts, typically between 2 and 4.
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Table 1: Default Security Configuration Across Distributions

Metric Sec Mod Ins Metric Sec Mod Ins
Ubuntu CentOS Stream

Firewall 33.3% 1.7% 65.0% Firewall 55.1% 4.1% 40.8%

Root Login 32.5% N/A 67.5% Root Login 14.3% N/A 85.7%

Password Login 43.6% N/A 56.4% Password Login 42.9% N/A 57.1%
Fedora Debian

Firewall 51.4% N/A 48.6% Firewall 32.7% 1.9% 65.4%

Root Login 27.0% N/A 73.0% Root Login 28.8% N/A 71.2%

Password Login 59.5% N/A 40.5% Password Login 43.3% N/A 56.7%

Note: Sec(Secure) = root/password login disabled or strong firewall; Ins(Insecure) =
root/password login enabled or weak firewall; Mod(Moderate) = mid-range firewall
responsiveness.

Firewall Our firewall feature aims to capture the presence of a default firewall
on a new VM (running either in the VM itself or on the underlying cloud plat-
form) and the extent of its restrictiveness. To evaluate firewall availability across
cloud providers and Linux distributions, we adopt a detection technique in which
the top 50 most common ports are opened on each instance, by running TCP
listening software on each port. We then automatically perform an external port
scan from a separate server, to understand how each VM appears from the point
of view of an attacker.

Rather than treating the firewall as a binary feature (enabled or disabled),
we classify the observed behavior into three levels: Strong (instances exposing
0-5 reachable ports), Medium (instances that do not fall into the strong or weak
ranges, typically around 11 ports in our dataset), and Weak (instances exposing a
large number of reachable ports, generally between 40 and 50). This classification
captures the practical exposure of each instance and accounts for discrepancies
and measurement noise introduced by network conditions between our vantage
point and cloud providers [25].

We observed that several providers, such as AWS, Azure, Google Cloud Plat-
form, and Exoscale, enable a provider-level firewall by default, which blocks all
inbound traffic unless explicit rules are added. Other providers, such as Linode,
offer firewall functionality but do not enable it as part of the default config-
uration. For providers in the former group, we added a minimal inbound rule
permitting SSH (port 22) solely to ensure access to the instances in case manual
inspection was required during data collection.

As shown in Table 1, Ubuntu and Debian have a large proportion of instances
that expose numerous insecure ports to the public (weak firewall), with 65.0% of
Ubuntu instances and 65.4% of Debian instances classified as weak. The number
of strong-firewall instances is noticeably lower—33.3% for Ubuntu and 32.7% for
Debian—representing fewer than half the number of weak-firewall cases.

In contrast, Fedora and CentOS Stream exhibit a different trend, showing
a slightly higher number of strong-firewall instances compared to weak ones.
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We also observed that even when a cloud provider does not enforce a provider-
level firewall, the operating system’s internal firewall may still be enabled by
default, thereby reducing the number of externally reachable ports. The variation
in open-port counts follows naturally from these configurations: strong-firewall
instances typically expose only essential or mandatory ports such as 22 (SSH),
80 (HTTP), and 443 (HTTPS), whereas weak-firewall instances tend to expose
most or all of the ports that were opened during our measurement process.

From our analysis, we identified only one cloud provider, Clouding, that
consistently applies a default firewall configuration across all tested distribu-
tions (CentOS Stream 9 and 10, Debian 12 and 13, and Ubuntu 22.04 and
24.04). Clouding allows eleven open ports by default, all of which correspond to
well-known services such as 21 (FTP), 22 (SSH), 25 (SMTP), 80 (HTTP), 443
(HTTPS), and 3389 (RDP).

Root Login Root login refers to the ability for a user to authenticate directly
to an instance using the root account, a practice that is generally considered
risky [2]. If permitted, attackers can attempt to brute-force password attacks
against the root account [22]. To determine whether root login is allowed or
blocked, we examined both the SSH configuration and the forced-command set-
tings in the root user’s shell configuration. Forced commands are commonly
used by cloud providers to automatically redirect login attempts from root to a
non-privileged user.

Across all distributions, the majority of instances (71.1%) allow direct root
login, while only about a quarter explicitly disable it. As previously noted,
some providers implement forced-command redirection when a user attempts
to connect as root, mapping the session to a designated non-root user. Ex-
amples include ec2-user on AWS, azureuser on Azure, and cloudsigma on
Alpha3Cloud.

Password Login Password-based SSH authentication is widely considered a
less-than-ideal security practice [7], as attackers may exploit weak or reused
passwords through brute-force attempts. In our analysis, the majority of cloud
providers (62.2%) using Ubuntu, CentOS Stream, and Debian enable SSH pass-
word login by default. We also observed that most cloud providers allow users
to choose between public-key authentication and password-based login during
instance setup. Only a few providers (e.g.AWS) mandate the use of public-key
authentication.

5 Cloud Provider Weakness Scoring

5.1 Scoring Weaknesses

Metrics Weighting Using the calculation process described in Section 3.4, Ta-
ble 2 presents the final weighting values used in our analysis. The three highest-
weighted metrics are Root Login (78.0), End-of-Support (EOS) OS (76.2), and
Password Login (55.6), respectively. Root login and password-based authentica-
tion are considered low-effort attack vectors that can immediately increase the
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Table 2: Weighting assigned to security weakness metrics (higher is worse).
Security Weakness Metric Weight Security Weakness Metric Weight

Root Login 78.0 Outdated Kernel 47.5
End-of-Support OS 76.2 No. of SUID 45.4
Password Login 55.6 No. of SGID 33.2
No. of Exploits 48.8 No. of Packages 21.5
No. Hardening Failures 48.5 Firewall 9.6

exposure of an instance. Similarly, EOS operating systems are no longer main-
tained by upstream vendors and are likely to contain known kernel and package
vulnerabilities, thereby significantly affecting a base-image’s security.

Scoring Process To calculate the final security weakness score, we first normal-
ize all collected data, then aggregate the normalized values, and finally convert
the results into a 0-100 scale. Lower scores represent a stronger security pos-
ture (fewer weaknesses), whereas higher scores indicate weaker security (more
weaknesses).

We apply different normalization strategies depending on the type of metric.
For continuous numerical metrics, we use min—max normalization. These metrics
include: the number of EOS OS versions offered by a provider, the number of
exploits, the number of installed packages, kernel hardening failures, the number
of SUID files, and the number of SGID files.

For binary configuration metrics, we normalize by assigning values of 0 or
1, where 0 represents a secure state (disabled) and 1 represents an insecure
state (enabled). This applies to Root Login and Password Login. For ordinal or
grouped metrics, we map values into the range 0-1. For example, kernel release
years are mapped as: years < 2023 — 0, year 2024 — 0.5, and year 2025 — 1.
Firewall strength is mapped as: strong = 0, medium = 0.5, and weak = 1.

After normalization, each metric is multiplied by its corresponding weight
and summed to obtain the overall weakness score. We then classify the final
scores into three levels of security weakness: [0, 33] represents low weakness,
[34, 66] represents moderate weakness, and [67, 100] represents high security
weakness.

5.2 Scoring Results

To compare security weaknesses across all datasets, rather than evaluating each
OS version individually for every cloud provider, we aggregate the weakness
scores of all versions of a given distribution offered by a provider and com-
pute their average. This average reflects the provider’s overall security weakness
level, for that specific distribution (e.g. Ubuntu vs. Debian). Figure 4 (see the ap-
pendix, leftmost column) shows the distribution of Ubuntu scores across cloud
providers. The majority fall into the medium-weakness category, with 25 out
of 45 providers (55%). Both the low- and high-weakness categories contain 10
providers each.



14 N. Chaiwut et al.

To illustrate the distinction between low and high weakness scores, consider
the following example. Azure is classified as having the lowest security weakness
(i.e. highest security posture), offering Ubuntu 22.04 and 24.04 with an average
weakness score of 0.85. In contrast, Hostwinds—which offers all three Ubuntu
versions (20.04, 22.04, and 24.04)—has an average score of 93.89. Several con-
figuration factors contribute to this disparity. Azure deploys kernels released in
2025, disables root login, and provides strong default firewall protections. Host-
winds, on the other hand, uses 2024 kernels across all variants, allows root login,
and lacks default firewall rules.

CentOS Stream and Debian exhibit patterns similar to Ubuntu, with most
providers falling within the medium-weakness range. Fedora, however, displays a
more polarized distribution: an even split between low- and high-weakness clas-
sifications (7 providers in the low category and 8 in the high). This divergence is
primarily influenced by differences in whether root login is disabled and whether
a firewall is enabled by default. Low-weakness Fedora providers tend to enforce
stronger authentication and firewall policies, whereas high-weakness providers
generally do not.

Overall, we observe few instances of providers changing score bands between
different OS distributions (Vultr is such an instance where their Ubuntu and
Debian distributions score significantly better than their Fedora and CentOS
ones). At the same time, there is measurable in-band variance where a given
provider is never “always the best” or “always the worst.”

5.3 Security Weakness Weighting Sensitivity Analysis

To assess potential bias in the security weakness weighting scheme, we exam-
ine whether cloud provider rankings change under different metric weights. We
measure ranking similarity using Kendall’s 7 [11], where —1 indicates perfect
disagreement and 1 indicates perfect agreement.

We evaluate three scenarios: (i) £20% weight perturbation, (ii) equal weight-
ing, and (iii) random weighting. For the perturbation and random-weighting
scenarios, we report the mean Kendall’s 7 over 5,000 iterations. Results show
that provider rankings remain highly consistent across all scenarios. Across all
OS distributions, 7 exceeds 0.94 under £20% perturbation, remains above 0.82
under equal weighting, and stays above 0.70 even under random weighting. In
all cases, the correlations are statistically significant (p < 107%).

These results indicate that our derived cloud-provider rankings are robust to
reasonable variations in metric weighting.

5.4 'Web ranking vs. Security Stance

In addition to evaluating security weaknesses, we examine the reputation of each
cloud provider using the Tranco List [13] to determine whether higher-ranked
providers exhibit fewer security weaknesses. Across all distributions, however, we
observe no clear correlation between provider reputation and security weakness
scores. For example, within the Debian dataset, Fuga (which ranks 662,407 on
the Tranco list) has a low security weakness score of 8.2, whereas Hostinger,
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ranked 1,216, has a much higher weakness score of 69.0. Similar patterns appear
across other distributions, where provider reputations are scattered across all
weakness levels with no significant relationship.

6 Discussion and Limitations

We observed that some default configurations vary depending on the connection
method used during initialization, particularly for SSH settings. For example,
Zenlayer offers two authentication options: public-key and password-based login.
The resulting SSH configuration differs between these methods: when connect-
ing with a public key, password authentication is disabled, whereas it remains
enabled when using the password-based setup. This discrepancy can influence
our scoring. In our experiments, when multiple connection methods were avail-
able, we did not enforce a strict selection criterion and used one of the available
options, which may introduce slight variations in scoring. Notably, such incon-
sistencies were not observed across most other providers. In several cases, even
when authenticating with a public key, the default SSH configuration still en-
abled password-based authentication regardless of the connection method used.

Considering the totality of our experiments, we observe the following key
takeaways:

— Most cloud providers (66.7%) keep offering Linux distributions past their
official end of support, potentially exposing users to security vulnerabilities.

— The majority of cloud providers (82.2%) use kernels maintained by upstream
sources; only a few (17.8%) deploy newer kernels for older distribution ver-
sions.

— Most cloud providers (82.2%) do not by default block all non-SSH ports.

— Root login (71.1%) and password-based authentication (62.2%) remain en-
abled on many cloud platforms, even though both are considered insecure
configurations.

— Most providers occupy a specific scoring band for all of their distributions;
no provider is always the best or always the worst.

— There is no correlation between web reputation and security weaknesses; in
some cases, lesser-known providers demonstrate a stronger security posture.

Limitations. All security weakness evaluations presented in this work are based
solely on our defined metrics and methodology. Therefore, a low weakness score
does not imply that a cloud provider is fully secure from a holistic security
perspective, nor does a high weakness score indicate poor security practices
overall. Instead, the scores reflect comparative differences within the constraints
of our dataset and do not account for factors outside our measurement scope.
Our analysis is snapshot-based. That is, our collected scores and statistics
were valid at the time of their collection (October 2025). It is entirely possible
that these scores evolve over time, changing the weakness scores of individual
cloud providers and how they rank compared to others. We automated as much
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as possible of provisioning and probing of different VMs so that these analyses
can be repeated in future work, in the scope of a longitudinal study. Future
work can further expand upon our work by incorporating additional security
metrics and by evaluating multiple instance types, regions, and Windows-based
operating systems.

7 Related Work

Cloud Security A major area of cloud security research has focused on side-
channel attacks [26-29], where attackers exploit resource sharing on multi-tenant
cloud infrastructures. These attacks demonstrate that co-resident virtual ma-
chines can leak sensitive information such as private keys. To mitigate such
threats, cloud providers introduced the concept of Virtual Private Clouds (VPCs)
to isolate tenants within a provider’s infrastructure, although challenges related
to co-residency remain. For example, Varadarajan et al. [24] proposed techniques
for detecting co-residency by actively probing cloud placement behavior.

More recently, Kondracki et al. [12] investigated the security implications of
deploying TLS-enabled web servers in the cloud. Their work showed that, once
a TLS certificate is published in Certificate Transparency (CT) logs, automated
scanners and malicious actors quickly discover the corresponding servers, which
exhibit weakened security postures at the time they first appeared in CT logs.
Their findings highlight how default or improperly-configured cloud instances
can unintentionally broaden the attack surface immediately upon deployment.
While not directly related to cloud security, Van Goethem et al. conducted a large
scale study of the adoption of web-security mechanisms across popular sites of
the web [23]. Among others, the authors devised a security scoring system to be
able to compare sites against each other, which inspired the scoring system used
in this paper.

These prior works emphasize the risks introduced by information leakage, co-
residency, and unintended exposure of newly deployed cloud services. However,
most existing research focuses on specific attack vectors or post-deployment be-
haviors. In contrast, our work investigates the security posture of cloud instances
at the moment of provisioning by systematically measuring the default configu-
rations supplied by cloud providers.

Cloud Comparison The pay-as-you-go model allows users to optimize cloud
usage based on pricing, performance, and feature requirements. Prior work in
cloud comparison has primarily focused on performance and cost evaluation
rather than security analysis. For example, Li et al. [14] analyzed and compared
the performance and pricing of four major cloud providers: Amazon AWS, Mi-
crosoft Azure, Google AppEngine, and Rackspace. Nadeem et al. [16] proposed
a framework for evaluating and ranking cloud services using functional and non-
functional Key Performance Indicators (KPIs). Similarly, Mok et al. [15] con-
ducted a latency analysis focused solely on Google Cloud Platform.

While prior work has compared cloud providers based on price, performance,
and limited operational characteristics, no study to date has systematically ex-
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amined default security weaknesses across a broad set of cloud providers. Our
work addresses this gap by evaluating the security posture of cloud environments
from the perspective of default configurations.

8 Conclusion

In this paper, we examined the security of public cloud platforms, focusing on the
default configurations of popular VM images. Our findings show that the most
commonly offered Linux distributions across providers are modern versions of
Ubuntu and Debian. However, we also identified cases where outdated or unsup-
ported distributions, such as Ubuntu 14.04, are still offered with (66.7%) of cloud
providers still offering distributions past their end-of-service. We conducted a se-
curity weakness assessment using ten collected metrics and classified providers
into low, moderate, and high weakness categories. Our analysis shows that the
most influential factors affecting the security weakness score are enabled root
logins, the availability of end-of-support (EOS) operating systems, and the pres-
ence of password-based SSH authentication. Our results categorically show that
where an image is deployed matters, from a security perspective. We hope that
our findings provide practical insights for users when selecting cloud providers
and encourage providers to ensure that the VM images they offer are as secure
as possible.
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Fig. 4: Security weakness score distributions across cloud providers, grouped
into three categories: low weakness (green), medium weakness (yellow), and high
weakness (red).
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Table 3: Operating systems used in our data collection across magjor cloud
providers. Columns shaded in red indicate end-of-support (EOS) distributions.

Cloud providers Ubuntu Fedora CentOS Stream Debian
20.04 22.04 24.04 41 9 10 12

S
o
'S
9
—
—
—
w

Amazon AWS X v v X X X X X X X v
Amazon Lightsail X v v X X X 4 X v v X
Microsoft Azure X v v X X X X X X v X
Google Cloud Platform (GCP)| X v v X X X 4 v v v v
Linode v v v X v v v v v v v
DigitalOcean X v v X v v v v X v v
Kamatera v v v X X X v v v v v
PhoenixNAP v v v X X X X X v v X
Vultr X v v X v v v v v v v
OVHcloud US v v v v X v X X v v v
Cloudscale X v v X X X v X v v v
Latitude v v v X X X X X v v X
AraCloud v v v X X X v X v v X
Serverspace v v v X X X X X v v X
Gcore v v v v X v v X v v X
Cloudcone v v v X X X v X v v X
DreamHost v v v X X X X X v v X
Hetzner X v v X v v v v v v v
Scaleway v v v v v v v X v v v
UpCloud X v v X X v v v v v v
Exoscale X v v X X X v v X v v
Aruba Cloud v v v X X X v X v v v
Katapult v v v X X X X X v v X
Brightbox v v v X v v X X v* v v
Cherry Servers X v v v v X v v v v v
VDSina v v v X X X v v v v v
Zomro X v v X X X v X v v X
Fuga X v v X v v v v v v v
VPSserver v v v X X X v v v v v
Clouding X v v X X X v v X v v
Alibaba Cloud v v v v v X v v v v X
Tencent Cloud v v v v X X v X v v X
Huawei Cloud v v v X X X v X v v X
Zenlayer v v v v X X v X v v X
Hostwinds v v v X X X v X v v X
Hostinger X v v X v v v v v v v
LightNode v v X X X X v X 4 v X
Cloudzy v v v v v v v v v v v
Gandi v v v X X X X X v v v
HostVDS v v v v v v X X v v X
RamNode v v v X 4 X v v X v X
Hivelocity v v v X X X X X v v X
Hostkey X v v X X X v X v v X
Alpha3Cloud v v v X v v v v v v X
Xenyth v v X X X X X X v v X
Total | 20 45 43 | 9 14 14 | 32 18 | 39 44 22

Note: Data were collected on October 6, 2025.
* Indicates distributions where issues were encountered during dynamic analysis.



